DataPassports™
Privacy Policy

Effective August 1%, 2025

DataPassports™ Platform is a public privacy service offered by DataPassports Corp. (hereinafter:
"we", "us" or "our"). We respect your privacy and are committed to protecting personal data.
This privacy statement explains how we handle personal data when you access and use the
DataPasssports™ Platform (and all related websites, software, applications, online services and
tools referred to in this statement, regardless of how you access or use them, including on
mobile devices). This statement also informs you about your rights and how you can exercise

those rights.

It is important that you read this privacy statement together with any other specific privacy
statements we may provide to you on certain occasions when we are collecting or processing
personal data about you, so that you are fully informed of how and why we are using your data.
This privacy statement supplements our other notices and statements and is not intended to
override them.

1. Data Controller contact information:

DataPassports Corp., 41 Madison Ave., Suite 3100, 10010, New York, NY, USA

2. Data Privacy facts that you need to know
about us:

e We are NOT Data Brokers. We do not sell your data.

e We will NEVER Sell or otherwise share or trade your personal data for our financial gain
or benefit with any 3™ party company or entity.

e We will ALWAYS ask for your consent when asking for you to provide us with your
personally identifiable or sensitive data.

e We will ALWAYS provide you with a verifiable record of your consent when you provide
it to us.

e We will ALWAYS uphold our obligation to request your consent in a voluntary, informed
manner.



e We will PROVIDE to you the opportunity to exercise your Privacy Right to access the
personal data we have in our custody at ANY time.

3. The data we collect about you

Personal data means any information relating to an identified or identifiable natural person. It
does not include anonymous information.

We may process the following personal data about you:
e Identity Data, which includes your full name, image, username or similar identifier;
e Contact Data, which includes your e-mail address;

e Transaction Data, which includes information about payments you have made and
products and services you have accessed or used through the DataPassports Platform

e Technical Data, which includes your internet protocol (IP) address, your login data,
browser type and version, hardware information, browser plug-in types and versions,
operating system and website, and other technology on the devices you use to access
the DataPassports platform.

e Profile Data, which includes your username and password, your purchases or orders,
your preferences, feedback and survey responses.

e Usage Data, which includes information about how you use our Platform, products and
services.

e Marketing and Communications Data, which includes your preferences in receiving
marketing from us and our third party Platform partners and your communication

preferences.

We do not collect any Special Categories of Personal Data about you.

4. How is personal data collected?

We use different methods to collect personal data from you and about you, including through:

e Direct interactions. You provide us with your personal data, such as Identity Data and
Contact Data, among others when you create an account with us, subscribe (or are



subscribed) to our services, request marketing to be sent to you, enter a promotion or
survey, give us feedback or contact us.

e Automated technologies or interactions. We collect personal data when you interact
with the DataPassports Platform, such as Technical Data and Usage Data.

5. Purposes and legal basis for the processing
of personal data

We process personal data for certain purposes, described below. Furthermore, we process
personal data based on a legal basis. These legal bases are, amongst others:

e Where we need to perform the contract we are about to enter into or have entered into
with you (e.g. to provide you with access to the functionality of the DataPassports
Platform).

e Where it is necessary for our legitimate interests (or those of a third party) and your

interests and fundamental rights do not override those interests.

e Where we need to comply with a legal obligation.

Purposes for which we will use personal data

We have set out below a description of all the purposes for which we use personal data, and
the corresponding the legal bases we rely on to do so. Where appropriate, we have also
specified what our legitimate interests are.

Note that we may process personal data on more than one legal basis depending on the
specific purpose for which we are using that personal data.

Purpose Type of data Legal basis for processing

To register you as a user of (a) Identity Performance of a contract

the DataPassports Platform (b) Contact with you

To process the use of (a) Identity (a) Performance of a

DataPassports Platform: (b) Contact contract with you

(a) Managing payments, fees (c) Transaction (b) Our legitimate interests
and charges (d) Marketing and

(b) Verifying your identity and Communications

details of your payment



method or credit card
account

(c) Communicating with you,
for example sending you a
notification about a new
Data Acquirer Agreement

To manage our relationship

with you, which includes:

(a) Providing access to
Platform services

(b) Notifying you about
changes to our terms or
privacy statement

(c) Asking you to leave a
review or take a survey

(d) Investigating complaints

To administer and protect our
business and our services
(Including troubleshooting,
data analysis, testing, system
maintenance, support,
reporting and hosting of data)

To enable you to partake in a
competition or complete a
survey

To use data analytics to
improve our Platform,
products/services, marketing,

(a) Identity

(b) Contact

(c) Profile

(d) Marketing and
Communications

(a) Identity
(b) Contact
(c) Technical

(a) Identity

(b) Contact

(c) Profile

(d) Usage

(e) Marketing and
Communications

(a) Technical
(b) Usage

(a) Performance of a
contract with you

(b) Compliance with a legal
obligation

(c) Our legitimate interests
(to keep our records
updated and to study
how users use the
Platform and associated
products/services)

(a) Our legitimate interests
(for running our
business, administering
our CRM, provision of
administration and IT
services, network
security, prevent fraud
and in the context of a
business reorganization
or group restructuring
exercise)

(b) Compliance with a legal
obligation

(a) Performance of a
contract with you

(b) Our legitimate interests
(to study how users use
the Platform and to
develop and grow our
business)

Our legitimate interests (to
define types of users for
certain Platform services
and to keep our services



user and Partner relationships and website updated and

and experiences relevant, to develop our
business and to inform our
marketing strategy)

To make suggestions and (a) ldentity Our legitimate interests (to
recommendations to you (b) Contact develop the products and
about other services available (c) Technical services available through
through the DataPassports (d) Usage the Platform)
Platform that may be of (e) Profile

(f) Marketing and

interest to you J a7
Communications

Profiling

We may use your ldentity, Contact, Technical, Usage and Profile Data to form a view on what
might be of interest to you. This is how we decide which services and offers may be relevant for
you.

You will receive marketing communications from us if you have given us your consent (to
extent required), if you have previously requested information from us, if you have used our
services or purchased products or services through the DataPassports Platform, and you have
not opted out of receiving that marketing.

In every marketing e-mail, newsletter or product update, you will find a link to your subscriber
preference center. Here you can update your preferences regarding the use of personal data,

including an option to opt-out of all marketing communications.

We will not share or sell your personal data with any company for marketing purposes unless
we have received your consent to do so.

6. Provision to third parties

External Third Parties

In some cases we share personal data with third parties. We can share personal data with:
e Supervisory authorities and other bodies in order to comply with legal obligations;
e Service providers acting as processors predominantly based in the USA who provide IT

hosting services to help us operate our business and our website or administer activities
on our behalf, including Amazon Web Services, Microsoft Azure, Apple and X.



e Service providers acting as processors based in the EU and/or the USA who provide a
range of services to us to help us operate our business, including financial services
provided by Stripe.

e Third parties to whom we may choose to sell, transfer or merge parts of our business or
our assets. Alternatively, we may seek to acquire other businesses or merge with them.
If a change happens to our business, then the new owners may use personal data in the
same way as set out in this privacy statement.

As follows from the above, we also utilize the services of third parties that function as
“processors”. We are obliged to enter into a processor agreement with such service providers
stipulating that they may only process personal data in accordance our instructions and subject
our control.

We will only transfer personal data to the above mentioned third parties for the purposes
stated in this privacy statement, and only to the extent that is permitted under the applicable
law and regulations, or if we are obligated to provide the personal data to a competent
authority.

Third parties to whom we transfer personal data are themselves responsible for compliance
with privacy legislation. We are neither responsible nor liable for the processing of personal
data by these third parties.

Third party websites and applications

The DataPassports Platform includes references and may include hyperlinks to third-party
websites and applications. These third-party links all have their own privacy statement and
policies, which we recommend you to read carefully. We are in no way liable for the way these
third parties handle personal data or comply with the applicable data protection law.

Where third parties provide reference agreements or support the provision of services made
available to you through the DataPassports Platform, these third parties may receive certain
personal data from you. Whilst we are not in control of any third parties to whom you request
your data to be shared, we require all third parties to respect the security of your personal data
and to treat it in accordance with the law. Unless they obtain your explicit consent, we do not
allow any third- party service providers to use personal data for their own purposes and only
permit them to process personal data for specified purposes and in accordance with your
instructions.

To help constantly improve and tailor the service we provide to you through our Platform, we
may use aggregated information so that we can administer and improve our services, analyze
trends, gather broad demographic information and detect suspicious or fraudulent transactions
and most importantly monitor and improve our operations on a day-to-day basis. In carrying



out this activity, we may pass some information to third parties in aggregate and anonymized
format.

7. International transfers

To be able to provide our services, it might be necessary that we transfer personal data
to other countries inside or outside the European Economic Area (EEA).

Whenever we transfer personal data out of the EEA, we ensure an appropriate degree of
protection is afforded to it. We take all measures necessary to transfer the personal data in a
lawful manner to such countries. We ensure that at least one of the following safeguards
applies:

The country where we transfer personal data has been deemed to provide an adequate level of
protection for personal data by the European Commission. Where we use certain service
providers, we may use Standard Contractual Clauses approved by the European Commission
which offer sufficient safeguards on data protection.

8. Data Security

We have put in place appropriate technical and organizational measures to protect personal
data from unauthorized or unlawful processing and from loss, alteration, destruction or
disclosure. These measures ensure an appropriate level of security. Amongst others, we limit
access to personal data to those employees, agents, contractors and other third parties who
have a need to know. They will only process personal data on our instructions, and they are
subject to a duty of confidentiality. We have put in place procedures to deal with any suspected
personal data breach and will notify you and any applicable regulator of a breach where we are
legally required to do so.

When you get the impression that your personal data is not appropriately secured, or if there
are indications of misuse, please contact:

privacy@datapassports.ai

9. Data retention

We will not store personal data longer than necessary to fulfil the purposes we collected it for,
unless we are required by law to do so. After this retention period we will erase or anonymize
personal data for research or statistical purposes.

10. Your legal rights


mailto:privacy@datapassports.ai

Under the General Data Protection Regulation (GDPR) you have the following rights in relation
to your personal data:

e Request access to your personal data. This means you can make a request to obtain
access to the personal data concerning you.

e Request rectification or correction of the personal data that we hold about you. This
enables you to have any incomplete or inaccurate data we hold about you completed or
corrected.

e Request erasure of your personal data. This enables you to ask us to delete or remove
personal data.

e Request restriction of processing of your personal data. This enables you to ask us to
suspend the processing of your personal data.

e Request the transfer of your personal data to you or to a third party. We will provide to
you, or a third party you have chosen, your personal data in a structured, commonly
used, machine-readable format.

e Object to direct marketing where your personal data is used for that purpose.

e Lodge a complaint with a supervisory authority if you consider that your rights under
the GDPR are infringed.

e Withdraw consent at any time where we are relying on consent as a legal basis to
process your personal data. This will not affect the lawfulness of any processing carried
out before you withdraw your consent. If you withdraw your consent, we may not be
able to provide certain products or services to you. We will inform you if this is the case
at the time you withdraw your consent.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access your personal data (or to exercise any of your other rights). This is a
security measure to ensure that personal data is not disclosed to any person who has no right
to receive it. We may also contact you to ask you for further information in relation to your
request to speed up our response.

You can generally exercise your rights free of charge. However, we may charge a reasonable fee
if your request is clearly unfounded, repetitive or excessive. Alternatively, we could refuse to
comply with your request in these circumstances.

We try to respond to all legitimate requests within one month. Occasionally it could take us
longer than a month if your request is particularly complex or you have made a number of
requests. In this case, we will notify you and keep you updated.

If you wish to exercise any of the rights set out above, please contact us via
privacy@datapassports.ai

11. Updates, cookies and contact
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Changes to our privacy statement and your duty to inform us of
changes to your personal data

We regularly review our privacy statement and reserve the right to change this privacy
statement where needed. This version was created July 2024.

It is important that the personal data we hold about you is accurate and current. Please keep us
informed if your personal data changes during your relationship with us.

Cookies

You can set your browser to refuse all or some browser cookies, or to alert you when websites
set or access cookies. If you disable or refuse cookies, please note that some parts of our
Platform may become inaccessible or not function properly.

Contact details

If you have any questions about this statement, including any requests to exercise your legal
rights, please contact the data privacy manager using the details set out below.

Full name of legal entity: DataPassports Corp.
E-mail address: privacy@datapassports.com

Postal address: 41 Madison Ave., Suite 3100, 10010, New York, NY, USA



